
Experts stress the importance of fostering a robust cybersecurity 
culture to counter insider risks within organizations like yours.  

But how can you accomplish this and where do you even start?

Use our checklist to determine how strong your security culture  
is and where you could strengthen it.

HOW STRONG IS YOUR  

CYBERSECURITY 
CULTURE?

We empower our employees with  
regular security risk training.

ARE YOU ON THE RIGHT TRACK?

We foster an environment where 
individuals aren’t afraid of losing their  
job due to honest mistakes.

We enforce strict bring your own device 
(BYOD) policies to maintain a secure 
working environment.

Passwords are securely stored and 
protected with multifactor authentication.

Everyone in our company knows the  
tell-tale signs of a phishing email and 
knows how to respond.

Sticky notes or electronic documents 
with passwords are not found anywhere.

Employees are encouraged to seek  
help or clarification on security issues 
and procedures.

Our approach to security awareness 
training is rooted in education and 
empowerment rather than punishment.

We proactively monitor the dark web 
for compromised employee credentials, 
minimizing security risks.

We emphasize the significance of 
practicing smart security behaviors, with 
each employee serving as a role model.

We emphasize the importance of unique 
credentials, ensuring they aren’t reused, 
recycled or shared.

Security is a clear corporate priority,  
with dedicated resources and support  
to ensure its effectiveness.

NEED HELP CHECKING MORE 
ITEMS OFF THIS LIST?
We help businesses strengthen their security 
culture and reduce cyber-risks. Reach out today 
to discover how we can help your organization 
nurture a robust cybersecurity culture.

Contact Mike Buchanan
Mike@acsapp.com


